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> WI-FI PHISHING PROCESS

1. Evil Twin (or KARMA) to get MiTM

– DEAUTH or (physical layer) jamming attacks to 
disrupt existing associations

2. Redirect to fake website

– Credentials capture or malware infection



> WPA/WPA2 PSK PHISHING

• WPA2 PSK brute-forcing remains time-
consuming

– PBKDF2 with 4096 iterations & network’s ESSID 
as salt

– 1 GPU (80000 pwds/s) needs 30 days to break an 
8-char PSK

• WPA2 phishing to the rescue!



> VICTIM PROFILING

• 802.11 Beacon frames (Physical layer)
– ESSID 

– BSSID (discloses the router’s vendor)
• e.g. If BSSID starts with "00:12:17“, the frame was  

broadcasted by a Linksys router

– Encryption type

• HTTP User-Agent header (Application layer)
– OS

– Browser
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> Wifiphisher v1.2

• Automates the process for effective Wi-Fi 
phishing attacks based on victim info

• Features a template engine for easy 
customization

• https://wifiphisher.org




