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•

–

–

–

PROGRAM
CODE

INSTRUMENTATION
CODE

PROGRAM
CODE

PROGRAM 
CODE

INSTRUMENTATION
CODE

Program Execution Flow



> IT’S AN EXPERIMENT!
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> EXAMPLE USES
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> A CRUDE EXAMPLE

int add(int a, int b) {

/* instrumentation code */

fprintf(stderr, "%s() called at %ld\n", 

__FUNCTION__,

time(NULL));

return a + b;

}

add() called at 1537547793



> INSTRUMENTATION FLAVOURS
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> STATIC-ONLY INSTRUMENTATION?
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> ANNOTATION ASSISTED STATIC ANALYSIS



> INSTRUMENTATION FOR DEBUGGING
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> LIBUNWIND

•

–

–

–

–

–

–



> LIBUNWIND EXAMPLE

// stack backtrace() using libunwind
int cmp(const void *a, const void *b) 
{ 

backtrace(); 
exit(0); 

}

int main(int argc, char **argv) 
{      

int data[] = {1, 2, 3, 4}; 
int needle = 4;
bsearch(&needle, data,

lengthof(data),
sizeof(data[0]), cmp);

return 1;    
}

$ ./unwind-local
0x400ba9: (cmp+0x8)
0x7f09f4341207: (bsearch+0x57)
0x40096b: (main+0x5b)
0x7f09f432a830: 
(__libc_start_main+0xf0)
0x4009b9: (_start+0x29)
0x0: -- no symbol name found



> INSTRUMENTATION FOR CODE COVERAGE
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> GCOV INSTRUMENTATION EXAMPLE

# installing instrumentation and generating graph data (prog.gcno)

$ gcc –fprofile-arcs –ftest-coverage –o prog prog.c

# Vanilla version
mov    %rsi,-0x10(%rbp)
mov    $0x400d78,%edi
callq 400720 <puts@plt>

# Instrumented Version
mov    %rsi,-0x10(%rbp)
mov    0x2043a3(%rip),%rax
# 6053e0 <__gcov0.print_stat_info>
add    $0x1,%rax
mov    %rax,0x204398(%rip)        
# 6053e0 <__gcov0.print_stat_info>
mov    $0x403868,%edi
callq 400d40 <puts@plt>

•



> GCOV INSTRUMENTATION EXAMPLE

# run the software to generate coverage data (prog.gcda)

$ ./prog <args>

# merge graph and measurement data in one report with gcov (prog.c.gcov)

$ gcov prog

File ‘prog.c'

Lines executed:67.44% of 43

Creating ‘prog.c.gcov’

$ cat prog.c.gcov

…

1706: 37:switch (S_IFMT & (stat_buffer->st_mode)){

1605: 38: case S_IFREG: printf("Filetype: Regular File\n"); break;

#####: 39: case S_IFSOCK: printf("Filetype: Socket\n"); break;

…

# Line 37 got 1706 invocations, Line 38 got 1605 while Line 39 got none.



> TRANSFORMING GCOV OUTPUT
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> CODE COVERAGE AND FUZZING
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> THE AFL FUZZER
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> AFL INSTRUMENTATION IN A NUTSHELL
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> AFL DEMO



> IDENTIFYING MEMORY ACCESS ERRORS
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> IDENTIFYING MEMORY ACCESS ERRORS
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if (IsPoisoned(address)) 
{
ReportError(address,    

kAccessSize, kIsWrite);
}

*address = ...;
OR

... = *address;
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> WHAT DRIVES AddressSanitizer?
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$ ./buggy-program-compiled-with-asan afl_outputs/crash_input_001
==74917==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x60b00000aff4 at pc 
0x0000004008dc bp 0x7ffdb826d790 sp 0x7ffdb826d780
WRITE of size 1 at 0x60b00000aff4 thread T0
#0 0x4008db in offbyone (/home/f/afl/buggy-program-compiled-with-asan+0x4008db)

#1 0x400927 in main (/home/f/afl/buggy-program-compiled-with-asan+0x400927)
…
0x60b00000aff4 is located 0 bytes to the right of 100-byte region 
[0x60b00000af90,0x60b00000aff4)
allocated by thread T0 here:

#0 0x7fa01eafc602 in malloc (/usr/lib/x86_64-linux-gnu/libasan.so.2+0x98602)
#1 0x40089b in offbyone (/home/f/afl/buggy-program-compiled-with-asan+0x40089b)

SUMMARY: AddressSanitizer: heap-buffer-overflow ??:0 offbyone



> AddressSanitizer REDZONE AFTER OFF-BY-ONE

Shadow bytes around the buggy address:

0x0c167fff95a0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff95b0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff95c0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff95d0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff95e0: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

=>0x0c167fff95f0: fa fa 00 00 00 00 00 00 00 00 00 00 00 00[04]fa

0x0c167fff9600: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff9610: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff9620: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff9630: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa

0x0c167fff9640: fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa fa



> OTHER SANITIZERS
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> INSTRUMENTATION TO HINDER BUG EXPLOITATION
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> KERNEL INSTRUMENTATION

•
–

•
–

•
–

•
–



> KERNEL FUZZING

•
–

–

•
–

–

–

•
–



> BUILDING YOUR OWN INSTRUMENTATION

•

–

–

–

–

•

–

•

–



> LLVM IR PASS
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> INJECTING A LLVM IR PASS

$ git clone https://github.com/sampsyo/llvm-pass-skeleton.git
$ cat llvm-pass-skeleton/skeleton/Skeleton.cpp
…
virtual bool runOnFunction(Function &F) {

errs() << "I saw a function called " << F.getName() << "!\n";
return false;

}
…
$ cd llvm-pass-skeleton
$ mkdir build
$ cd build
$ cmake .. 
$ make
$ clang -Xclang -load -Xclang build/skeleton/libSkeletonPass.* something.c
I saw a function called main!
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