
Program Instrumentation Without Source code
Dimitrios Tatsis (@dtouch3d)

tatsisd@census-labs.com

FOSSCOMM 2018 Heraklion, Crete

www.census-labs.com



> whoami

•

•



> Binary Instrumentation

•

•



> Use cases

•

•

•

•

•

•



> Dynamic vs Static Binary Instrumentation

•

–

•
–

–



> No Source Code

•

•

•

•



> Problems

•

•

•

–

–



> Layman's Instrumentation

•

–

–

–

•

–

•

–



> LD_PRELOAD

•

•

•



> Ptrace

•

–

–

–

•



> Dynamic Binary Instrumentation Frameworks

•

– 

–

–

•

–

–

–



> Dynamic Binary Instrumentation Frameworks

•

–

–

–

•

–

–

–



> Dynamic Binary Instrumentation Frameworks

•

–

–

–

–



> Dynamic Binary Instrumentation Tools

•

–

–

•

–

–

–



> DynamoRIO

•

•

•



> DynamoRIO

•

–

–

–

•

–

–



> DynamoRIO

https://github.com/DynamoRIO/dynamorio/releases/download/release_7_0_0_rc1/DynamoRIO-tutorial-
feb2017.pdf
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> Function Hooking Example

$ ./dynamorio/bin64/drrun -c libexample.so -- cat test.txt
Called read(3, 0xf3e28cc, 4096)
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